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Status 

1 )M Responsive to communication(s) filed on 06 April 2006 . 
2b)M This action is FINAL. 2b)n This action is non-final. 

3) n Since this application is in condition for allowance except for fonnal matters, prosecution as to the merits is 
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5) 0 Claim(s) is/are allowed. 

6) M Claim(s) 1,2.4-14 and 16-27 is/are rejected. 
/)□ Claim(s) is/are objected to. 

8) n Claim(s) are subject to restriction and/or election requirement. 
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DETAILED ACTION 

1. Claims 1-2, 4-14, and 16-27 are pending. 
Applicant cancels claims 3 and 15. 

2. This is a Non-Final rejection. 



Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described 
as set forth in section 102 of this title, if the differences between the subject matter sought to 
be patented and the prior art are such that the subject matter as a whole would have been 
obvious at the time the invention was made to a person having ordinary skill in the art to which 
said subject matter pertains. Patentability shall not be negatived by the manner in which the 
invention was made. 

3. Claims 1-2, 4-9, 11-14, and 16-23, 25-27 are rejected under 35 
U.S.C. 103(a) as being obvious over Seder, et al. (US 6,401,097). 

As per claim 1: 

Seder discloses in a digital scanner, a method for secure document 
transmission the method comprising: 

creating computer text files, called profiles, in a directory of a scanner 
device (col.2, lines 63-67; the profile in Seder's record is a collection of data 
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that is stored in a database), each profile having an address field (col.3, lines 
52-53) and an encryption field; (col.6, lines 18-24) 

storing the profiles in a directory; (col.4, lines 48-53 and 63-65) 

at a scanner device user interface, selecting a profile from the directory; 
(col.6, lines 8-12) 

accepting a physical medium document; (col.5, line 62) 

scanning a document; (coL5, lines 35-36) 

encrypting the scanned document in response to the encryption field of 
the selected profile; and, (col.6, lines 8-13) 

sending the encrypted document to a destination, in response to the 
address field of the selected profile, (col.4, lines 28-33 and col.6, lines and 37- 
58) 

Seder discloses the scanned document to have a watermark (col.5, lines 
33-34) that identifies the document (col.4, lines 56-59). A digital signature 
generated from an electronic document can be encoded in a printed document 
as the payload of an embedded watermark or can be included in a database 
record identified by the watermark to help prevent and detect the electronic 
version of the document from being altered (coL5, line 62 - col.6, line 4). 
Further, Seder discusses that another option is to encrypt an electronic version of 
a file, an encode an encoding key in a watermark in the printed document (or in a 
database record identified by the watermark (col.6, lines 8-13), It is obvious that 
the electronic version of a file is applicant's scanned document because Seder 
discloses that the encrypted electronic version is identified by the watermark in 
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the database record. Seder did not clearly point out that the encrypted electronic 
document is a scanned document. In one application, Seder teaches that if 
watermarks are detected in scan data from an original equipment processing the 
scanned document data can respond differently(col.5, lines 30-37)- Thus, it 
would have been obvious for a person of ordinary skills in the art that the 
electronic document as taught in Seder has been the scanned document 
because . the equipment processing in Seder is operable to receive 
scanned document. 

As per claim 2: See coi.4, lines 28-33 and col.6, iines 8-12; discusses 
sending the encrypted document to the destination includes sending the 
encrypted document in response to the address field of the selected profile. 
As per ciaim 3: Cancelled 

As per ciaim 4: See on col.4, iines 35-53; discusses assigning each profile 
to a corresponding destination; and, wherein selecting a profile includes: 
selecting a destination; and, using the profile assigned to the selected 
destinafion. 

As per claim 5: See on coi.1, iines 61-62; discusses selecting a profile 
includes selecting a profile having an address selected from the group including 
email addresses and file transfer protocol (FTP) addresses. 
As per ciaim 6: See on coi.6, iines 18-20; discusses selecting a profile 
having an encryption field selected from the group including symmetric and 
asymmetric (public) keys. 

As per ciaim 7: See on coi.6, iines 18-23; discusses selecting a profile 
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having an asymmetric key; and, wherein creating profiles includes storing public 
keys in the created profiles. 

As per claim 8: See on col.6, lines 18-20; discusses selecting a profile 
having a symmetric key; and, wherein creating profiles includes storing 
symmetric keys in the created profiles. 

As per claim 9: See on col.4, lines 8-10 and 63-62; discusses generating a 
plurality of passwords for the corresponding plurality of user groups; and wherein 
storing the profiles in a directory includes storing profiles in a profile directory, in 
response to the generated password. 

As per claim 11: See on coL6, lines 18-23; discusses generating a random 
session key; encrypting the document with the session key using a symmetric 
algorithm, encrypting the session key with an asymmetric algorithm using the 
selected profile public key, and wherein sending the encrypted document to the 
address from the selected profile includes sending the encrypted session key. 
As per claim 12: See on col.6, lines 18-23; discusses creating profiles includes 
creating a profile with a plurality of addresses and a corresponding plurality of 
public keys, wherein encrypting the document includes generating a single 
encrypted document using an asymmetric algorithm, and wherein sending the 
encrypted document includes sending the single encrypted document to each of 
the plurality of addresses in the profile. 
As per claim 13: 

Seder discloses in a digital scanner, a method for secure document 
transmission the method comprising: 
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storing computer text files, called profiles, in a directory of a scanner 
device (col.2, tines 63-67; the profile ii Seder's record which is a collection 
of data that is stored in a database), each profile having an address field 
(col.3, lines 52-53) and an encryption field; (col.6, lines 18-24) 

at a user interface associated with the scanner device, selecting a profile 
from the directory; (col.6, lines 8-12) 

scanning a document; (coL5, lines 35-36) 

encrypfing the scanned document in response to the encryption field of 
the selected profile; and, {col.6, lines 8-13) 

sending the encrypted document from the scanner device, to a network- 
connected destinafion, in response to the address field of the selected profile. 
(col.4, lines 28-37and col.6, lines 18-24 and 37-58) 

Seder discloses the scanned document to have a watermark (col.5, lines 
33-34) that identifies the document (coL4, lines 56-59). A digital signature 
generated from an electronic document can be encoded in a printed document 
as the payload of an embedded watermark or can be included in a database 
record identified by the watermark to help prevent and detect the electronic 
version of the document from being altered (col.5, line 62 - coL6, line 4). 
Further, Seder discusses that another option is to encrypt an electronic version of 
a file, an encode an encoding key in a watermark in the printed document (or in a 
database record identified by the watermark (col.6, lines 8-13). It is obvious that 
the electronic version of a file is applicant's scanned document because Seder 
discloses that the encrypted electronic version is identified by the watermark in 
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the database record. Seder did not clearly point out that the encrypted electronic 
docunnent is a scanned document. In one application, Seder teaches that if 
watermarks are detected in scan data from an original equipment processing the 
scanned document data can respond differently(col.5, lines 30-37). Thus, it 
would have been obvious for a person of ordinary skills in the art that the 
electronic document as taught in Seder has been the scanned document 
because the equipment processing in Seder is operable to receive 
scanned document. 
As per claim 14: 

Seder discloses in a digital scanner, a method for secure document transmission 
the method comprising: 

a profile directory having a user interface for selecting computer text files, 
called profiles (col.2, lines 63-67; the profile is Seder's record which is a 
collection of data that is stored in a database), each profile including an 
encryption field (coL6, lines 18-24) and an address field; (col.3, lines 52-53) 

a document scanner to accept physical medium documents , create 
scanned documents (col.5, lines 35-36), and encrypt the scanned document in 
response to selected profile encryption fields; and, (col.6, lines 8-13 and 37-58) 

a network interface for transmitting the encrypted documents to a 
destination in response to the profile address field, (col.4, lines 28-33) 

Seder discloses the scanned document to have a watermark where a 
digital signature generated from an electronic document can be encoded in a 
printed document as the payload of an embedded watermark or can be included 
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in a database record identified by the waternnark (col.5, line 62 - col.6, line 2). 
Further, Seder discusses that another option is to encrypt an electronic version of 
a file, an encode an encoding key in a watermark in the printed docunnent (or in a 
database record identified by the waternnark (coL6, lines 8-13). It is obvious that 
the electronic version of a file is applicant's scanned document because Seder 
discloses that the encrypted electronic version is identified by the waternnark in 
the database record. Seder did not clearly point out that the encrypted electronic 
docunnent is a scanned document. In one application. Seder teaches that if 
watermarks are detected in scan data from an original equipment processing the 
scanned document data can respond differently(coL5, lines 30-37). Thus, it 
would have been obvious for a person of ordinary skills in the art that the 
electronic document as taught in Seder has been the scanned document 
because v /) the equipment processing in Seder is operable to receive 
scanned document. 
As per claim 15: Cancelled 

As per claim 16: See on col.4, lines 28-33 and col.6, lines 8-12; discusses 
a memory for storing the profiles; and wherein the profile directory has an 
interface for creating profiles having an address field and an encryption field. 
As per claim 17: See col.1, lines 61-62; discusses selecting a profile includes 
selecting a profile having an address selected from the group including email 
addresses and file transfer protocol (FTP) addresses. 
As per claim 18: See col.1, lines 61-62; discusses selecting a profile 
includes selecting a profile having an address selected from the group including 
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email addresses and file transfer protocol (FTP) addresses. 

As per claim 19: See on coL6, lines 18-23; discusses the profile directory, 

and further Seder discusses creating profiles having an address field and an 

encryption field including synnmetric and asynnmetric (public) keys. 

As per claim 20: See on col-6, lines 8-23; discusses the memory stores the 

public keys corresponding to each profile. 

As per claim 21 : See on col.6, lines 18-23; discusses creating profiles having 
an address field and an encryption field wherein the memory stores the 
symmetric keys corresponding to each profile. 

As per claim 22: See on col.4, lines 8-10 and 63-62; discusses the profile 
directory, and an interface for generating passwords. 

As per claim 24: Seder discusses the document scanner generates a 
random session key and encrypts the document with the session key 
using a symmetric algorithm; (coL6, lines 8-16) wherein the document 
scanner encrypts the session key with an asymmetric algorithm using 
the selected profile public key; and, (coL6, lines 18-23) wherein the 
network interface transmits the encrypted session key with the encrypted 
document, (col.6, line 62 - col.6, line 2) 

As per claim 25: Seder the profile directory supplies a selected profile 
with a plurality of addresses and a corresponding plurality of public 
keys; (coL6, lines 22-23) wherein the document scanner encrypts the 
document into a single encrypted document using an asymmetric 
algorithm; and (coL6, lines 8-10) wherein the network interface sends the 
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single encrypted document to each of the plurality of addresses in the selected 
profile, (col.4, lines 28-33) 
As per claim 26: 

Seder discloses a digital scanner secure document transmission system, 
the system comprising: 

a directory (col.2, lines 63-67; the profile in Seder's record which is a 
collection of data that is stored in a database) having a user interface for 
selecting (col.6, lines 8-12) an address field (col.3, lines 52-53 and col.4, lines 
28-37) cross-referenced to an encryption field; (col.6, lines 18-24) 

a document scanner to accept physical medium document (col.5, lines 
62), create a scanned document (col.5, lines 35-36), and encrypt the scanned 
document using the cross-referenced generation field; and, (col.6, lines 8-13 
and 37-58) 

a network interface for transmitting the encrypted document to a 
destination using the selected address field, (col.5, lines 60-67 col.6, lines 
37-58) 

Seder discloses the scanned document to have a watermark (col.5, lines 
33-34) that identifies the document (coi.4, lines 56-59). A digital signature 
generated from an electronic document can be encoded in a printed document 
as the payload of an embedded watermark or can be included in a database 
record identified by the watermark to help prevent and detect the electronic 
version of the document from being altered (coL5, line 62 - coL6, line 4). 
Further, Seder discusses that another option is to encrypt an electronic version of 
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a file, an encode an encoding key in a watermark in the printed document (or in a 
database record identified by the watermark {coL6, lines 8-13). It is obvious that 
the electronic version of a file is applicant's scanned document because Seder 
discloses that the encrypted electronic version is identified by the watermark in 
the database record. Seder did not clearly point out that the encrypted electronic 
document is a scanned document. In one application, Seder teaches that if 
watermarks are detected in scan data from an original equipment processing the 
scanned document data can respond differently(col.5, lines 30-37). Thus, it 
would have been obvious for a person of ordinary skills in the art that the 
electronic document as taught in Seder has been the scanned document 
because ; i the equipment processing in Seder is operable to receive 
scanned document. 
As per claim 27: 

Seder discloses in a digital scanner, a method for secure document 
transmission, the method comprising: 

cross-referencing an address field (col.3, lines 52-53) to an encryption 
field; (col.4, lines 56-57) storing the cross-referenced fields in a directory; {col-2, 
lines 63-67; the profile in Seder's record whicli is a collection of data that is 
stored in a database) 

at a scanner device user interface, selecting an address from 
the directory; (coL4, lines 28-37) 

accepting a physical medium document; (col.5, lines 62) 

scanning the document; (coL5, lines 35-36) 
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encrypting the scanned document using the cross-referenced 
encryption field; and (col-6, lines 8-13) 

sending the encrypted document to a destination using the 

selected address field. (coL5, lines 60-67 and col.6, lines 18-24 and 37- 

58) 

Seder discloses the scanned document to have a watermark (col.5, lines 
33-34) that identifies the document (coL4, lines 56-59). A digital signature 
generated from an electronic document can be encoded in a printed document 
as the payload of an embedded watermark or can be included in a database 
record identified by the watermark to help prevent and detect the electronic 
version of the document from being altered (col.5, line 62 - col.6, line 4). 
Further, Seder discusses that another option is to encrypt an electronic version of 
a file, an encode an encoding key in a watermark In the printed document (or in a 
database record identified by the watermark (col.6, lines 8-13). It is obvious that 
the electronic version of a file is applicant's scanned document because Seder 
discloses that the encrypted electronic version is idenfified by the watermark in 
the database record. Seder did not clearly point out that the encrypted electronic 
document is a scanned document. In one application, Seder teaches that if 
watermarks are detected in scan data from an original equipment processing the 
scanned document data can respond differently(col.5, lines 30-37). Thus, it 
would have been obvious for a person of ordinary skills in the art that the 
electronic document as taught in Seder has been the scanned document 
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because , ; . the equipment processing in Seder is operable to receive 
scanned document. 
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Claim Rejections - 35 USC §103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for 
all obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or 
described as set forth in section 102 of this title, if the differences between the 
subject matter sought to be patented and the prior art are such that the subject 
matter as a whole would have been obvious at the time the invention was made to a 
person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

4. Claims 10 and 23 are rejected under 35 U.S.C. 103(a) as being 

unpatentable over Seder, et al., and further in view of Hind, et al. 

(US 6,980,660). 

As per claim 10: 

Seder discusses selecting a profile and storing a public key (col.6, lines 
18-23); and, wherein encrypting the document using the encryption field (coL4, 
lines 56-57) from the selected profile includes using the public key to encrypt the 
document, {col.6, lines 8-13) 

Seder discusses the digital signature generated from an electronic 
document can be encoded in a printed document as the payload of an embedded 
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watermark, or can be included in a database record identified by the watermark 
(col.5, lines 61-64). However, fails to include the certification authority. 

Hind discloses implements security such as authentication and encryption 
that includes cryptography keys do determine the access privileges (coL7, lines 
2-35). Further, Hind uses the Certificate Authority to verify the authenticity of the 
signature and a public key (col.9, lines 45-53 and coL1 1 , lines 35-38). 

Therefore, it would have been obvious for a person of ordinary skills in the 
art at the time of the invention to include with the encryption of the document by 
using the public key as taught by Seder signed by the certification authority as 
taught by Hind because the Certification Authority verifies the authenticity of the 
document. 
As per claim 23: 

Seder discusses a certification authority storing public keys; (col-8, lines 39-43) 
wherein the network interface for a public key corresponding to the 

selected profile; and, (col-6, lines 8-23) wherein the document scanner uses the 

public key to encrypt the document, (col.6, lines 8-13) 

Seder discusses the digital signature generated from an electronic 

document can be encoded in a printed document as the payload of an embedded 

watermark, or can be included in a database record identified by the watermark 

(col.5, lines 61-64). However, fails to include the certification authority. 

Hind discloses implements security such as authentication and encryption 

that includes cryptography keys do determine the access privileges (col. 7, lines 
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2-35). Further, Hind uses the Certificate Authority to verify the authenticity of the 
signature and a public key (col.9, lines 45-53 and col.1 1 , lines 35-38). 

Therefore, it would have been obvious for a person of ordinary skills in the 
art at the time of the invention to include with the encryption of the document by 
using the public key as taught by Seder signed by the certification authority as 
taught by Hind because the Certification Authority verifies the authenticity of the 
document. 

Response to Arguments 

5. The affidavit filed on 4/6/2006 under 37 CFR 1.131 is 
sufficient to overcome the Mazzagatte, et al. |US 6,562,583), Koeher 
(US 6, 188,766), and Weschler, Jr. (US 6,681,047) reference. 



Conclusion 

Any inquiry concerning this communication or earlier 
communications from the examiner should be directed to LEYNNA T. HA 
whose telephone number is (571) 272-3851. The examiner can normally 
be reached on Monday - Thursday (7:00 - 5:00PM). 
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If attempts to reach the examiner by telephone are unsuccessful, 
the examiner's supervisor, Kim Vu can be reached on (571) 272-3859. 
The fax phone number for the organization where this application or 
proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained 
from the Patent Application Information Retrieval (PAIR) system. Status 
information for published applications may be obtained from either 
Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more 
information about the PAIR system, see http://pair-direct.uspto.gov. 
Should you have questions on access to the Private PAIR system, contact 
the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you 
v^ould like assistance from a USPTO Customer Service Representative or 
access to the automated information system, call 800-786-9199 (IN USA 
OR CANADA) or 571-272-1000. 
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SUPERVISORY PATENT EXAMINER 
TECHNOLOGY CENTER 2100 




